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Background

With the passage of the Mickey Leland Memorial Domestic Hunger
Relief Act of 1990, Congress authorized the use of electronic
benefit transfer (EBT) systems to issue and redeem benefits in
the Food Stamp Program. Federal regulations implementing the EBT
provisions of the Act were issued on April 1, 1992.

The regulations require that State agencies submit a detailed
system design plan. The system design plan describes the
hardware and software components of an EBT system and explains
how these components will operate in order to fulfill all
required system functions. Once reviewed and approved by Federal
authorities, the design plan serves as the blue print for actual
development of the system.

A major impetus for preparation of the Guidelines document is
that past experience with EBT demonstrations has shown that
initial drafts of system design plans are often incomplete,
either in terms of topics discussed or detailed information
provided. By specifying what information needs to be included in
the system design plan, the process of preparing and reviewing
the plan should become more efficient and less time consuming.

Content

This Guidelines document identifies the detailed information that

should be included in the system design plan. The objectives
are:

· to ensure that the planned system will meet all Federal
regulations concerning the required functionality of
the system;

· to help determine the likelihood that the planned
system will be able to meet the performance standards
for EBT systems, as listed in Federal regulations;

· to ensure that sufficient information about the details

of the design are available to help later review of
system testing.

This document is intended to be used by both preparers and
reviewers of design plans.
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Chapter 1

INTRODUCTION

With the passage of the Mickey Leland Memorial Domestic Hunger Relief Act of 1990, _

Congress authorized the use of electronic benefit transfer (EBT) systems to issue and redeem benefits in

the Food Stamp Program. Federal regulations implementing the EBT provisions of the Act were issued

on April t, 1992. 2

State agencies wishing to implement an EBT system must first submit a Planning APD (Advanced

Planning Document), which would include a general system design. The planning phase would culminate

in the preparation of a Request for Proposals (RFP) and federal approval to acquire EBT services if the

State agency anticipated contracting with a commercial firm to design or operate the system.

Following the planning process, the State agency must submit an Implementation APD and other

documents, including a detailed System Design Plan. The System Design Plan needs to describe the

hardware and software components of an EBT system and explain how these components will operate in

order to fulfill all required system functions. Once reviewed and approved by federal authorities, the

design plan serves as the blueprint for actual development of the system.

1.1 OVERVIEW

This Guidelines document identifies the detailed information that should be included in the System

Design Plan. It has two major goals:

1) to help ensure that those individuals preparing the System Design Plan -- whether
State agency or vendor personnel -- include all relevant information about the
design of the proposed system; and

2) to assist program personnel in their review of submitted design plans.

A major impetus for preparation of this Guidelines document is that past experience with EBT

demonstrations has shown that initial drafts of System Design Plans are often incomplete, either in terms

of topics discussed or detailed information provided. By specifying what information n__oedsto be

included in the System Design Plan, the process of preparing and reviewing the plan should become more

efficient and less time consuming.

Title XVII, Pub. L. No. 101-624.

2 "Food Stamp Program: Standards for Approval and Operation of Food Stamp Electronic Benefit
Transfer Systems." Federal Register 57, no. 63, I April 1992.
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With regard to the first goal of identifying information to be included in the System Design Plan,

vendor or State agency personnel preparing the design plan should consider the information specified in

this Guidelines document to be the basic information required within the design plan. Preparers may

need to include additional information in order to make their design plans complete, especially if their

proposed system performs functions beyond those specified in the federal regulations. The Guidelines

document notes areas of the System Design Plan where additional information may be needed.

In its role of specifying what information should be included in a System Design Plan, it is also

important to note that the Guidelines document is not meant to be a prototype or generic design plan.

That is, this document is not an example of what a System Design Plan should look like. Rather, the

guidelines specify the types of information (e.g., work screen content and design, detailed message flows)

that should be included in a design plan, sometimes giving examples. The actual System Design Plan,

in contrast, is expected to completely describe what the EBT system does and how it works; for example,

the System Design Plan should show copies of all work screens and explain all message flows.

A basic assumption of this Guidelines document is that the system under review is based on

online EFT (electronic funds transfer) principles. That is, all EBT transactions will be authorized

through an immediate check of a centralized file containing clients' balance information. The Guidelines

document is not intended for use in preparing design plans for systems using offiine authorization

principles. These include systems using integrated chip access cards (or "smartcards") that contain

clients' benefit information within the cards' internal memory.

In keeping with the notion that the topic under discussion is online EBT systems, the Guidelines

document occasionally references voluntary standards for online EFT systems adopted by the American

National Standards Institute (ANSI) or the International Standards Organization (ISO). Proposed EBT

systems should conform to these ANSI and ISO standards as much as possible, and the System Design

Plan should indicate where the standards are not being followed. This approach mirrors that of the

federal EBT regulations. Although the regulations generally do not require that EBT systems meet any

specific ANSI or ISO standards, there is a clear intent that EBT systems should be as compatible as

possible with commercial EFT networks. Inasmuch as most commercial EFT networks have adopted the



ANSI and ISO standards covering online, debit card systems, this means that EBT systems also should

be as compatible as possible with the standards. 3

This Guidelines document also provides a recommended structure for preparers to use in

organizing the material in their design plan. If preparers believe the required information can be provided

more clearly with a different organizational structure, they should do so. Their goal should be to explain

what the system will do and how it will do it as clearly and completely as possible. In deciding how to

structure the System Design Plan, however, preparers should keep in mind the needs of those reviewing

the design plan. A radically different structure than that recommended will likely increase review time

as reviewers try to cross reference the review points included in this Guidelines document with material

in the design plan.

The review of a System Design Plan has several objectives:

1) to ensure that the planned system will meet all federal regulations and RFP
specifications concerning the required functionality of the system;

2) to help determine the likelihood that the planned system wilt be able to meet the
performance standards for EBT systems, as listed in federal regulations and the
RFP; and

3) to ensure that sufficient information about the details of the design are available
to help later review of system acceptance testing.

The last objective is quite important. If State and federal program officials do not know the details of

how the planned EBT system is supposed to operate, it is quite difficult to assess the adequacy of planned

testing or to be able to interpret test outcomes.

Although the main focus of the Guidelines document is on the preparation and review of the

detailed SystemDesign Plan, the document may prove useful in preparing other documents required by

the APD process. For instance, while the general system design submitted with the Planning APD does

not need to be nearly as detailed as the System Design Plan, it should cover the same general topics, and

preparers may wish to follow the same recommended structure. In addition, the Guidelines document

3 At present, the American Bankers Association is working with ANSI, industry representatives and
government officials to develop a new set of technical and performance standards that would apply to
EBT systems. Information about the work of this group (called the XgA8 standards committee) or about
specific ANSI standards can be obtained by contacting:

American National Standards Institute

1430 Broadway
New York, NY 10018
(212) 6424900
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may help State agencies prepare their RFP for EBT services, both in terms of desired functionality and

performance criteria_

Finally, future EBT Systems may introduce expanded functionality or new technology (within the

context of an online EBT system) as vendors or State agencies incorporate improvements driven by

marketplace innovation. Indeed, as time passes and new technology or functions become well established,

State agencies and federal program officials may encourage the adoption of new technology and new

functions -- if they are cost-effective. If this occurs, preparers of the design plan should document the

enhancements as thoroughly as this Guidelines document specifies that existing technology and

functionality should be documented.

1.2 STRUCTURE OF THE GUIDELINES DOCUMENT

Five major chapters and an appendix follow this introductory chapter. In order for reviewers to

understand how an EBT system operates, they must first know what functions the system is supposed to

perform. Thus, Chapter 2 (EBT System Functionality) identifies what information should be provided

about a system's planned functionality.

Chapter 3 (System Processing Components) describes the basic processing components of an EBT

system, and it identifies the detailed information needed to ensure that reviewers can fully understand how

the planned EBT system will operate.

Chapter 4 (Hardware Components) requires identification of the hardware to be used in an EBT

system. Under scenarios where several programs operate on one EBT system, the types of hardware used

may include several different types and models. Terminals, telecommunications equipment, and central

site computer equipment are just some of the hardware components expected to be described in this

chapter of the System Design Plan.

Federal EBT regulations specify performance criteria for an EBT system. Chapter 5

(Performance Criteria) identifies these criteria and indicates the information preparers need to supply in

their design plans to show how performance requirements will be met within their systems.

Chapter 6 (EBT System Security) covers numerous aspects of security within an EBT system.

Cards, access, and PIN encryption are just three of several areas covered by system security. The

chapter indicates the information preparers need to provide to describe the security features of their

planned EBT systems.
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Finally, Appendix A provides a summary of the material that should be included in a System

Design Plan. It can be used as a quick reference guide by both preparers and reviewers of the design

plan.

Given the dual purpose of the Guidelines document -- to assist both the preparation and review

of System Design Plans -- the expected audience for this document will be quite diverse in terms of

knowledge about EBT system design and operations. To assist those with a more limited background in

EBT systems, each chapter and major section begins with an overview to help readers understand the

topic to be discussed and how it fits into system operations. Readers with more extensive backgrounds

in EBT systems may wish to skim through these overviews or skip them entirely. Such readers may also

profit by reading the appendix first, inasmuch as it gives a more rapid overview of expected requirements

for the complete System Design Plan.



Chapter 2

EBT SYSTEM FUNCTIONALITY

An EBT system includes a variety of processing activities. Moving from a paper-based system

that processes food stamp coupons or public assistance checks to an EBT system's processing environment

may be startling. Familiar activities like mailing coupons disappear; new ones (e.g., electronically

posting benefits to accounts) emerge, often bearing little or no resemblance to past practices. Usually,

the new activities provide for higher staff productivity, improved record keeping, better controls, and

consistent processing of repetitive work.

Traditionally, an EBT design plan provides detail on how the system will operate. That is, it

describes the system's processing activities. All system operations or activities, however, are designed

to meet one or more of the system's functional requirements. Functional requirements specify what the

system must be able to accomplish, or its "functionality."

2.1 OVERVIEW

Federal regulations for State EBT systems specify a set of functional requirements for the

system, x The functional requirements address the following general activities:

* authorizing household benefits;

· providing food benefits to households;

· crediting retailers and financial institutions for redeemed benefits;

· managing retailer participation; and

· system settlement and reconciliation.

The regulations provide some detail as to which activities must be performed under each functional

requirement.

If State agencies plan to use an outside vendor for system design and operations, they will include

the federally mandated functional requirements in their Requests for Proposals (RFPs). They will

probably add other functional requirements as well. Additional requirements would be needed, for

t Part 274.12, Electronic Benefit Transfer Issuance System Approval Standards, Section (e),
Functional Requirements; Section (i), Concentrator Bank Responsibilities; and Section (j), Reconciliation
and Management Reporting.
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instance, if the EBT system is to include households receiving cash benefits. Thus, the RFP becomes

the primary document for specifying an EBT system's functional requirements.

As reviewers examine the System Design Plan, they must check to make sure that the proposed

system will meet all the functional requirements mandated by regulation or listed in the State agency's

RFP. To facilitate this review process, preparers should include a separate chapter in their design

plan that explains how each functional requirement will be met. This design plan chapter should be

one of the first chapters in the document; it will provide a context for understanding how later-

descriptions of system operations support one or more of the system's functional requirements.

A proposed EBT system also may include functions that are not specified in regulations or the

RFP. For instance, if the system will be integrated with a commercial EFT (electronic funds transfer)

system, some of the POS (point-of-sale) terminals deployed for EBT transactions may also be capable of

processing commercial transactions. When the system's functionality will exceed that specified in the

regulations or the RFP, design plan preparers should describe the enhanced functionality and explain how

it interacts with the EBT portion of the system.

The remainder of this Guidelines chapter provides some detailed information on what material

preparers should include in their chapter on EBT system functionality. It is organized according to the

five functional areas addressed in the EBT regulations.

2.2 AUTHORIZING HOUSEHOLD BENEFITS

Food stamp EBT regulations specify a number of specific activities that must be supported under

the general function of authorizing household benefits. These activities include:

· issuing and replacing EBT cards to eligible households;

· permitting eligible households to select their own personal identification numbers
(PINs);

· establishing benefit cards and accounts with the central computer database;

· maintaining the master household issuance record file and current authorization
information;

· training households and other users in system usage;

· authorizing benefit delivery;

· posting benefits to each household's account for regular and supplemental (or
non-regular) issuances;



· providing households with access to information on benefit availability;

· ensuring the privacy of household data and providing benefit and data security;

· inventoryingand securingaccountabledocuments;and

· zeroing out benefit accounts (e.g., during coupon conversion) and other account
authorization activity.

Preparers should address each of these specific activities. The sections that follow below provide

guidance on what types of information are expected in the design plans.

Transferring Eligibility Information

EBT systems are not used to determine client eligibility, but they generally use selected eligibility

information from the State agency's eligibility processing system to set up clients' EBT accounts.

Usually, the State agency will supply information about approved recipients (e.g., name, case number,

approved programs). Receiving and processing this information is the subject of this portion of the

functionality chapter. The preparer should describe the basic procedures for receiving and processing

data records from the State agency's eligibility system. (If client accounts are initially established through

receipt of benefit authorization information as opposed to eligibility information, this first section on

eligibility processing may be deleted from the design plan.)

The preparer should describe what types of records will be received from the State's eligibility

system and how they will be transferred (e.g., by tape file, by electronic transmission, or other). Details

on how they will be processed can be left to later chapters of the design plan, but this is the place to

generally describe how the records will be handled. For instance, if a recipient receives both food stamp

and cash program benefits, will a separate record for each program or a single integrated record be

transferred? What processing rules will be used to convert this information onto the client account file?

Eligibility information needs to be transferred under two possibly different environments. The

first is a mass transfer of information when existing clients are converted to the EBT system; the second

is an ongoing transfer of information as new households (both expedited service and regular certification

cases) become eligible for program benefits. If different processes will be used for these two situations,

the preparer needs to describe how eac_-hwill operate.

In summary, preparers need to provide information on:

· what types of eligibility records will be transferred to the EBT system;

·



· how the records will be transferred;

· when transfers will take place;

· how the State agency will track which households are receiving benefits through
the EBT system (e.g., when conversion to EBT is staggered over different areas);

· general description of how the eligibility data will be processed to create the
client account file; and

· any planned differences between mass conversion of eligibility data and ongoing
processing of new eligibility data.

Posting Issuance Data

In an EBT system, program benefits are treated as available to the household when they are

posted to client accounts. To post benefits to client accounts, the EBT system operator needs to receive

benefit allotment information from the State agency. The preparer needs to describe this process.

Relevant descriptive information includes:

· how the State agency will send the information (e.g., tape file, RJE, etc.);

· what types of records will be transmitted;

· what information is to be included on each record type, and whether and how the
information varies by program;

· regular issuance dates for each program (e.g., regular food stamp benefits issued in the
first ten working days of the month);

· by what time of day the information needs to be received by the system operator;

· by what time of day the allotments will be posted to client accounts;

· procedures for consolidating cash benefits for clients participating in more than one cas!_
assistance program (unless the system allows clients to specify which cash program's
benefits are to be accessed during a transaction); and

· a basic description of the structure of the client account file (if not already provided).

Depending on system design, other material may be needed to fully describe the process of receiving and

processing benefit information. For instance, if issuance files are used to set up new accounts,

information on this process should be included.
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EBT Card Construct and Card Issuance

A basic assumption throughout this Guidelines document is that standard magnetic stripe ("mag

stripe") cards will be used for system access. If another card type is to be used, that fact should be

clearly stated and information about the card presented.

The preparer should describe the layout and design of the EBT card, including what information

is to be printed or embossed on the card and what information is to be encoded on the card's magnetic

stripe. Discretionary fields defined on the mag stripe may contain a variety of data. Some system

operators may choose to use these discretionary data fields to support their system processing facilities.

If so, that information should be presented here.

It is anticipated that a card sleeve will be provided to protect the card's magnetic stripe. The

preparer should describe any information that is to be printed on the card sleeve (e.g., anti-discrimination

statements or a customer service number). _

The System Design Plan should explain whether a single card can be used to access all program

accounts in an EBT system or whether multiple cards need to be issued to some multi-program recipients.

The latter may be necessary if the State agency's eligibility and issuance files for multiple programs are

not integrated, or if different card techniques are used for different programs.

Client Training

The System Design Plan is not expected to provide detailed information on plans for training

clients on how to use the EBT card. Such information will be provided in separate documents (e.g., a

system implementation plan and training manuals). Nevertheless, general information about training plans

should be included in the design plan. This general information would include who is responsible for

client training (i.e., the vendor or State personnel), whether training will take place before or after

benefits are posted to clients' accounts, and any basic differences in initial mass training of existing clients

and ongoing training of new clients (e.g., the vendor will perform mass training but the State will provide

ongoing training thereafter).

t If this information is not provided on the card sleeve, the design plan should indicate where it will
appear.
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Card Security and PIN Issuance

Separate from the EBT card construct is a requirement for card and PIN security. The preparer

of the design plan should indicate how physical control over the card stock will be maintained. This

includes security over blank unused cards and capture and destruction of damaged cards. Because some

cards will be reported as lost or stolen, the preparer should specify system controls that will prevent the

continued use of such cards. If cards are to be assigned expiration dates, the relationship between these

dates and card security should be described.

Federal regulations require that clients be permitted to select their own PINs, and that the PIN

be at least four characters in length. Furthermore, to maintain security, PINs must be encrypted at the

point of entry using a Data Encryption Standard (DES) algorithm. Preparers should describe their

planned PIN encryption procedures and how these procedures will be implemented at the time of PIN

selection and card issuance. This would include any planned encoding of the encrypted PIN on the EBT

card.

In summary, descriptions for card security are expected to include specific plans for physical card

security and for PIN encryption.

2.3 PROVIDING FOOD BENEFITS TO HOUSEHOLDS

EBT system requirements under this area of functionality include:

· verifying identity of cardholder;

* verifying PIN, primary account number (PAN), terminal identification number
and retailer identification number;

· determining sufficiency of household's account balance;

· authorizing or rejecting purchase and refund requests;

· providing back-up purchase procedures when the system is unavailable;

· providing transaction receipts showing remaining balances;

· ensuring that benefits are available and carried over from month-to-month;

· converting EBT food stamp benefits to coupons when households leave the EBT
system service area; and

· responding to issuance problems in a timely manner.
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